Tema 3.3.
AHTUBUPYCHbIE cpeAacTBa
3alWunTbl UH(POpMaLUunn

1. XapakTepuCTUKa KOMMNbIOTEPHbIX BUPYCOB
2. [TporpamMmmbl OGHapPYXEHUS U 3alMUTbl OT BUPYCOB




YTOo TaKkoe BUpycC?

KoMnblOTEpPHbLIX BUPYC — 3TO NporpamMma, Kotopas npu 3anycke
CnocobHa pacnpocTpaHATLCA 0e3 yyacTus YyeroBeka.

BpenoHble AencTBuA:
] 3BYyKOBbIE 1 3pUTENBLHbIE 3P EKTDI
O nmutauma céoes OC u annapaTypsl
) nepesarpyska komnbroTepa
U paspyLueHne gpannoson CUCTEMBI
O yHUYTOXEHME MHGOpMaLMK
0 nepenaya cekpeTHbIX AaHHbIX Yepe3 NHTepHeT
O maccoBble aTtaku Ha canTbl IHTepHeT

[Mpu3Haku:
O 3amegneHune paboTbl KOMMNbIOTEPA
U nepesarpyska unm saBncaHme KomnoroTepa
O HenpaBunbHaga pabota OC unu npuknagHbiX NporpamMm
U nameHeHue anunHbl pamnnos
U nosiBneHue HoBLIX (hansos
O ymeHbLeHre obbemMa onepaTnBHOM NaMATH



YTo 3apaxaroT BUpyCbl?

,D,J'IFI TOro, YToObI BMPYC CMOI BbIMOJTIHUTb KakKne-1o OEVNCTBUSA, OH OOIMKEH
OKaz3aTbCA B NaMATU B BUAE NPpOorpaMMHOro Koga u rosiydmTb ynpasrieHne.

Bupychbl
e Somm

" porpamMmbl — * .exe, *.com " TeKCT — * . txt
= 3arpy3oyvHble CeKkTopa AMUCKOB U OUCKET " pucyHkm — * .gif, *. jpg,
" KOMaHAHble Pannbl — * .bat * png, *.tif

o , L]

ApanBepbl — * . sys VK (* way * mo3 . * . wma
OUONMOTEKN — * .d11 yK (*. g T -MP3, T )

Buageo (* .avi, *.m *  wmv

OOKYMEeHTbl C MakpocaMmn — * .doc, ( ’ Pg )

* xls. *.mdb ntobble gaHHble (6e3 NnporpaMmmMHOro
] , L]

Koaa)

» Web-cTpaHuubl Co cKpnTamu

OcCHOBHbIe cnocoObl 3apaxeHus
0 3anyctutb 3apaxeHHbIn dpann.
0 3arpy3nTb KOMNLIOTEP C 3apaXXeHHOM ANCKETbI UK gucka.
0 OTKpbITb 3apaxkeHHbIn gokymeHT Word unu Excel.
U OTkpbITb coobLIEHME e-malil ¢ BUpycoOM.
0 OTtkpbITe Web-cTpaHuuy ¢ aktuBHbIM cogepxmmbiM (ActiveX)



Knaccunyeckune Bupychbli

 dannosBble — 3apaxalT ansbl * .exe, *.sys, *.dll

(pegko — BHEOAPSATCSH B TEKCTbI MporpamMmm).

O 3arpy3o4Hble (OyTOBbI€, OT aHrf. boot — 3a2py3ka) —
3apaxaroT 3arpy3oyHble ceKkTopa ANCKOB N OUCKET, Mpu
3arpyske cpasy oKkasblBaloTCA B MNaMATU U NonyyarT
ynpaBneHue.

d NMonumopdHbIe — npu Kaxxaom HOBOM 3apaXeHNN HEMHOIO
MEHSIOT CBOWU KoA.

d MakpoBupycCbl — 3apaxatoT JOKYMEHTbI C MakpocamMu
(*.doc, *.xls, *.mdb).

1 CkpunToBbIe BUPYCbI — CKpUNT (Nporpamma Ha s3blke
Visual Basic Script, JavaScript, BAT, PHP) 3apaxaert
KOMaHaHble oannel (* .bat), gpyrne ckpuntbl 1 Web-
cTpaHuubl (* .htm, *.html).



CeTeBble BUpPYChHI

pacrnpocTpaHATCA Yepe3 KOMNbIOTEPHbIe CeTU, UCMONb3YHOT
«Ablpbl» — ownbkM B 3awmTte Windows, Internet Explorer,
Outlook v ap.

[ MouToBbLIe YepBU — PACNPOCTPAHAIOTCS Yepe3 3MEKTPOHHYIO
NoYTYy B BUOE NPUIIOKEHUS K MUCbMY UNU CCbINKW Ha BUPYC B
NHTepHeTe; pacchinatoT cebst No BCeM 0OHapYXeHHbIM agpecam

0 Hanbonee aktuBHbI — 6onee 90%!

d CeTeBble YepBU — MPOHMKAIOT HA KOMMNbLIOTEP Yepes «Ablpbl» B
cucTeme, MoryT KonumpoBaTb cebsi B nankuy, OTKPbITbIE AN 3annucu
(CKaHMpOBaHME — NOUCK YS3BUMbIX KOMMNbLIOTEPOB B CETN)

d IRC-yepBu, IM-yepBu — pacnpocTtpaHsatoTcs Yepes IRC-4athl K
nHTepHet-nenmxkepbl (ICQ, AOL, Windows Messenger, MSN
Messenger)

d P2P-4yepBu — pacnpocTpaHstoTcs Yyepes dhannoodbMeHHble CETU
P2P (peer-to-peer)




TposiHCKue nporpamMmmbl

NO3BONIAIOT NOJlyYaTb yrnpaBrieHUue yaaneHHbIM KOMNbIOTepPoM,
pacnpoCcTpPaHAKTCA Yepe3 KOMMNbITEPHbIe CeTU, 4acTo NPU yCTaHOBKe
APYyrux nporpamm (3apaxeHHble NHCTaNNATOPbI)

d
4

Backdoor — nporpammel yaaneHHOro agMmMHUCTPUPOBAHUS

BOPOBCTBO naporsen (4octyn B VIHTEPHET, K NOYTOBLIM SLLMKAM, K
nraTeXHblM cMcTtemam)

LUNMWOHbI (BBEOEHHbLIN C KNaBUaTypbl TEKCT, CHUMKWN SKpaHa, CrMCOK
Nporpamm, XapakTepuUCcTUKM KOMNbIOTEPA, MPOMbILLNEHHbIN LLMMOHAX)

DOS-aTaku (aHrn. Denial Of Service — oTka3 B 00cnyXmBaHum) —
MacCOBble aTakn Ha canTbl N0 KOMaHOe, CepBeEpP He CrpaBnsaeTcd C
HarpysKkowu

NMPOKCU-cepBepa — NCMNOSIb3YHTCA AJ19 MacCOBOW PacChbISKu
peknambl (cnama)

3arpy34mkm (aHrn. downloader) — nocrne 3apa)xeHus ckadnmBatoT Ha
KOMMbIOTEP Apyrne BpeaoHOCHbIE NPOorpamMmmbl



AHTBUPYCbI-CKaHEepbI

* YMEeKT HaxodunTb U nednTtb naBeCtHbieé UM BUPYChbI B
MNaMmATn U Ha OUCKeE,

* MCMONb3YyHT 0a3bl JaHHbIX BUPYCOB;
* e)XxegHeBHOe 0OHOoBNeHue 6a3 gaHHbIX Yepe3 HTepHET.

@ fiedat n3BecCTtHble MM BUPYChbI

1) He MOryT npeaoTBpaTUTL 3apaKeHue
2) Yalle Bcero He MOryT obHapyXuTb U BbIf1EYUTb
HEen3BeCTHbLIN BUPYC



AHTUBUPYCbI-MOHUTOPbI

NMNOCTOAHHO HaxogATCA B MNaMATN B dKTUBHOM COCTOAHUN

nepexeaTbliBalOT AENCTBUS, XapaKkTepHble A5 BUPYCOB U
BrokmpyroT ux (dpopmatnpoBaHue gucka, 3aMmeHa CUCTEMHBbIX
doannos);

brokmpytoT ataku Yepe3 NHTepHeT;

NPOBEPSIOT 3anyCKaemMble N 3arpyxaemble B NnamsTbe pannbl
(Hanpumep, gokymeHTbl Word);

NPOBEPAIOT COODLLEHNA ANTEKTPOHHOWN NOYThI;

nposepstoT Web-cTpaHuusbl;

npoBepaAoT coobleHus 1ICQ

@ 1) HenpepbIBHOE HabnoaeHue

2) ONOKNPYIOT BUPYC B MOMEHT 3apaKeHUS
3) MoryT 60poTbCs C HEM3BECTHLIMWU BUPYCaMMU

Q 1) 3amenneHne paboTbl KOMNbIOTEPA

2) B crniydae owmnbkn OC MOXeT BbIUTU N3 CTPOS



AHTUBUPYCHbIE NpOorpamMmmbl

Kommepueckue

AHTBNpyc Kacnepckoro (www.kaspersky.ru)
DrWeb (www.drweb.com)

Norton Antivirus (www.symantec.com)
McAfee (www.mcafee.ru)

NOD32 (www.eset.com)

227 I AntiVirus AR LTS

o Ectb OecnnatHble NnpobHble Bepcuum!
becnnatHble

O Avast Home (www.avast.com) Q AumnA“llVlr

: OO0 0

O Antivir Personal (free-av.com)

O AVG Free (free.grisoft.com) avastl antivirus ‘ AVG



http://www.kaspersky.ru/
http://www.drweb.com/
http://www.symantec.com/
http://www.mcafee.ru/
http://www.eset.com/
http://www.avast.com/
http://free-av.com/
http://free.grisoft.com/

AHTuBMpyc DrWeb (ckaHep)
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AHTuUBUpYc DrWeb
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Opyrne Buabl aHTUBUPYCHOWN 3aLUnTbI

OpaHamayapbl (hanpBonbl, ceTeBble 3KpaHbI)
" BNOKMPYIOT «NULLHME» OBpaLleHNda B CETb U 3anpocChkl U3 CETU
annapaTHble aHTUBUPYCbI
" 3alimMTa OT U3MEHEHMA 3arpy3o4HOro cektopa
= 3amnpeT Ha BbINOMTHEHME Koda U3 0bnactn AaHHbIX

» annapaTtHbin bpanamayap ZyWALL UTM
(ZyXEL v JlabopaTtopum Kacnepckoro)

OHNnanHoBble (ONn-line) aHTuBMpYyChbI

" yCTaHaBMNMBaKT Ha KOMNbOTEP Moaysb ActiveX,
KOTOPbIN NpoBepseT pannol. ..

" unu dpann nepecobinaeTcd Ha canT paspaboTynka aHTMBUPYCOB

http://www.kaspersky.ru/virusscanner Q Yyalle BCEero He yMeloT

http://www.bitdefender.com neynTb, NpegnaraeT KynuTb
http://security.symantec.com aHTUBUPYC-A0KTOP
http://us.mcafee.com/root/mfs/default.asp
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http://www.kaspersky.ru/virusscanner
http://www.bitdefender.com/
http://security.symantec.com/
http://us.mcafee.com/root/mfs/default.asp

MpodhmnakTuka

d genatb pe3epBHbIe KOMUKM BaXXHbIX AaHHbIX Ha CD n DVD
(pa3 B MecsAU? B Heaenw?)

1 ncnonb3oBaTb aHTUBUPYC-MOHUTOP, OCOBEHHO Npun paboTe
B VIHTepHeTe

O npu pabote B IHTEpHETE BKIoYaTb OpaHamMayap (aHrrn.
firewall) — aTa nporpamma 3anpelaetr 0OMeH NO HEKOTOPbIM
KaHanam CBsi31, KOTOpble NCNONb3YOT BUPYChbI

] npoBepATbL C NOMOLL IO aHTUBMPYCA-A0KTOpPa BCE HOBbLIE
nporpamMmmbl U pannbl, QNCKETLI

] He oTKpbIBaTb coobLEeHNs e-mail ¢ HeM3BECTHbIX apPECOoB,
0CcObeHHO dhansbl-NPUNOXKEHNS

O umeTb 3arpy304HbIA OUCK C aHTUBUPYCOM
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Ecnn KoMmnbroTep 3apaxeH...

1 OTKNIOYNTL KOMMNLIOTEP OT CETM.

d 3anycTtutb aHTUBMpYC. Ecnn He nomoraer, To...

] BbIKNIOYNTL KOMMNLKOTEP U 3arpy3nTb €ro ¢ 3arpy3o4Horo
aucka (gucketbl, CD, DVD). 3anycTnuTb aHTMBUPYC.
Ecnun He nomoraerT, To...

4 yoanutb Windows 1 ycTaHOBUTb ee 3aHOBO. Ecnu He
NMOMOraer, TO...

4 oTrdbopmaTtupoBaTb BUHYecCTep (format.com). Ecnu
caenartb 3TO He yaaeTcs, To Morna ObITb UCcrnopyeHa
Tabnuua pasgenos gucka. Toraa ...

1 cosgaTtb 3aHoBO Tabnuuy pasgenos (fdisk.exe). Ecnin
He yaaeTcs (BUHYecTep He ODHapYXeH), TO...

] MOXXHO HECTM KOMMNBLIOTEP B PEMOHT.
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